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AHHOTanHua. B Hacrosmiee BpeMs KH3Hb YeAOBeKa HEMBICAKMMA 0e3 CHCTEM Ilepenadu HHOp-
Mally¥, IIPU 5TOM IPAKTHYECKHU B AIOOOM Cpele pacIpoCTpPaHEHHs COOOILIEHWI BCerza IIPUCYT-
CTBYIOT Pa3AWYHbBIE Mellaroniye (GakKTopbl (A00oe BO3AEeHCTBHE Ha CHUTHAA, IPEHNSTCTBYIOLIEE
IIPaBUABHOMY IIPHEMY COOOIIEeHMs), TaK UAM HMHA4Ye MACKHPVIOIINE CHUTHAA, — IIpeAHaMepeHHbIe
AMOO0 HempegHaMepeHHble aTaky. OHU ITOApa3AeAdIoTCd Ha aAAUTHBHBIE 1 MYABTUIIAUKATHUBHEIE.
AnuTHBHBIE XapaKTEePHU3YIOTCH TEM, UTO CMECh CHTHaAa S(f) u mryma n(f) Ha BXome IIPHUEeMHUKA
OpeacTaBasgeT coboi ux cymmy: x(f) = s(f) + n(f). OnmpeneAdroiiM BHAOM ITOMEX B KaHaAe Iepe-
a9y COOOIIEHUH SBAFIOTCS aAOUTHBHBIE IOMEXH, IIPHUCYTCTBYIOIINE IPAKTUYECKH BO BCEX Ka-
HaAax CBf3H, IO3TOMY B AAaHHOH pabore paccMaTpUBaeTcsd MMEHHO 3TOT BHI IoMeX. B 60Ab-
ITMHCTBE PAKTHYECKH BAXKHBIX CAyYae€B MOXKHO CUHTATh, UTO IIOMeXa IIPEACTaBASIET Co0o# Ge-
ABIF IIyM, T.€. SIBASIETCH CTAIMOHAPHBIM (DAYKTYAIIMOHHBIM KOAeOaHHEM, HMEIOIIUM PaBHOMEP-
HBIF YaCTOTHBIM CHEKTP B aAuanas3oHe 9acTot oT 0 mo . Beablil nrym Kak 000OIIIEeHHEBIH IIPOIIecC He
HMeeT HUKAKHUX PAaCHpeeACHHUN BEepPOATHOCTH, HO IIOCAE ITPOXOXKIEHHS Yepe3 (PUABTP OH BCeraa
IIpeBpallaeTcs B TayCCOBCKHI mporecc. [ad mpoTHBOAEHCTBUSA HEIpenHAMEPEHHBIM aTakaM B
BHIe aJIUTHUBHOTO I'ayCCOBCKOTO IIyMa IIPHUMEHSIOTCS IIOMEXOYCTOHYHBOE KOOWPOBAHHE U TaKOe
IIOCTPOEHME IIPHEMHHUKA, IIPH KOTOPOM BEPOSITHOCTH OIIMOOYHOIrO IIpHeMa MHUHHMaAbHa. B maH-
HO# cTaThbe IPUBEAEHO OIKMCAHHNE IIPOTPAMMHOIO CPEACTBa, pa3paboTaHHOE B IIPEAOCTABAIEMOM
IIporpaMMHOM IareTe Scilab OAS OLIEHKU ITOTE€HITHAABHBIX BO3MOXKHOCTEH COXpPaHEHHS I€AOCT-
HOCTH MH(OPMAIINHU IIPH €€ IIepeaade 1o KaHaAaM C aAAUTHBHBIM GEABIM IayCCOBCKUM IITYMOM.
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Abstract. At present, human life is unthinkable without data transmission systems, while in
almost any message distribution environment there are always various disturbing factors (any
impact on the signal that prevents the correct reception of the message), somehow masking the
signal, intentional or unintentional attacks. They are divided into additive and multiplicative.
Additives are characterized by the fact that the signal s(f) and noise n(f) mixture at the receiver
input is their sum: x(f) = s() + n(¢). The determining type of interferences in the message trans-
mission channel is additive interferences present in almost all communication channels; there-
fore, this type of interferences is considered in this paper. In most practically important cases,
it could be considered that the interference is white noise, i.e. it is a stationary fluctuation oscil-
lation having a uniform frequency spectrum in the frequency range from O to . White noise as
a generalized process has no probability distribution, but after passing through a filter, it always
turns into a Gaussian process. To counteract unintentional attacks in the form of additive Gauss-
ian noise, error correcting coding and such construction of the receiver, in which the probability
of erroneous reception is minimal, are applied. This article describes the software developed in the
Scilab software package for assessing the potential feasibilities for information integrity mainte-
nance during its transmission via channels with additive white Gaussian noise.

Keywords: amplitude modulation, phase modulation, frequency modulation, white noise, co-
herent receiver.

IlycTe Ha BXOJ€ NPUEMHOTO YCTPOICTBA NEHCTBYET CUTHAI

Z(t)=Sj(O)+n(t) 0<t<T; j=lm, (1)

rie S} () — curHax Ha BBIXOJIe KaHAJIA CBS3U, COOTBETCTBYIONINHN j - TUTIOTE3¢ OTHOCHTEIBHO TepelaHHO-
IO JTUCKPETHOTO coobmienus b;; n(t) — caydaiHbIi mpoIece THIa GEIoro IMyMa Co CIEKTpalbHON IUIOMIa-
1610 MOIIHOCTH Gj) U HOPMAaJbHBIM 3aKOHOM pacHpe/ie/eHHsl BEpOATHOCTEH MTHOBEHHBIX 3HAUEHUH C HyJle-

BBIM CPEIHUM Tz‘) =0; T — WIMTENbHOCTD TOCBUTKH AJIEMEHTAPHOTO TUCKPETHOTO COOOIICHUS; m — 00b-
eM andaBuTa HCTOYHUKA MTEPEIaBAEMbIX TUCKPETHBIX COOOIICHHH.

[Ipu u3BecTHOM B MecTe npreMa (GopMe TBOMYHBIX CUTHAIOB S} ®, j= 1,_2 U PaBHBIX BEPOSITHOCTAX
NIEPEAABAEMBIX CHUMBOJIOB ONTHUMAJIbHBIM B CMBICIE KPUTEpUS MAKCHUMyMa aroOCTEPUOPHOM BEPOSITHOCTU

(kpuTepuil uaeaTbHOTO HAOIIOACHHS) JOIDKEH BHIHOCUTH TMIIOTE3Y B MOJB3Y i -i THIIOTE3bl O MEPEAaHHOM
cOO0OIIeHNH TI0 TIPaBUITY

by
T 1 < T
Jzosiod—SE  [20850di- B, @)
0 0
by
T —
rae E} = I[S} (t)]2 dt —»Heprus j-ro curHana B Mecte npuema, j=1,2.
0

[Ipu nepenave NBOMYHBIX COOOIIEHHH C MCIONB30BAaHHEM aMIUIUTYJHOH W (a30BOi MaHWIYJISIIUU
(AM u ®M) rapmonmnuecKoil HecyIel NpaBuio (2) MOKHO IPUBECTH K BUY

by
z <
jZ(t) - cos(wyt + P )dt A, 3)
>
0
by
aT
rae A=0 npu ®M u A = T npu AM; a, ®j, ¢y — COOTBETCTBEHHO aMILIMTYJa, Kpyropas 4yacrora u (a-

3a HECYIIIETO KOJIeOaHusI.
ITpu ucnonb30BaHUM YaCTOTHOM MAHUITYJISIIUKM C OPTOTOHATIBHBIMU CHrHanaMu S (¢) = cos(oyz + @)

u S, (t) = cos(wyt +@,) npasmio (2) NPUHUMACT BH]
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by
T < T
j Z(t)cos(ayt + @) )dt jZ(t) - cos(st + @, )dt . (4)
0 > 0

by

[Ipuemuunk, peanu3yromuii anroputmsl (3) u (4), Ha3pIBae€TCSA KOTEPEHTHBIM, TaK Kak JUIst €ro padoTh
HEOoOXOIMMO CoBMajieHHe (a3 TeHEPHUPYEMBIX B MeCTe MPHEeMa W MPHUXOIAIINX W3 KaHajla TApMOHUYIECKIX
KoJIeOaHHi.

Anroputmsl (3) u (4) ¥ uccrenyIoTCA B HacToALIeH 1abopaTopHOil padore.

OnTrMaTbHBIA TPUEMHHK TIPH BRIOPAaHHOM CTIOCO0€ MOTYIIAIMH | ITapaMeTpax IryMa KaHaja obecrre-
YMBAaeT MUHUMAIbHYIO BEPOSATHOCTh OMIMOOYHOTO TprUeMa coodOmennit. [1oaToMy ero mnoMexoycToHunBoCTh
Ha3bIBAIOT MMOTCHIUAIBHOM.

B Teopum mOTEHIMANBHOW TTOMEXOYCTOMYMBOCTH ITOKA3BIBAETCS, YTO BEPOSTHOCTH OIIMOKH OINTH-
MaJbHOTO KOTEPEHTHOI'0 NMPHEMHHUKA IBOMYHBIX JHUCKPETHBIX COOOIIEHUH C MOAYJSINEH TapMOHUYECKON
HecyIlIeH onpeaeNseTcs cIeayOUMMA COOTHOICHUSIMU:

— JUISA CUTHAJIOB ¢ AM:

P =5 1- (/A2 )
— JIJIsl OpPTOTOHAJIBHBIX CUTHAJIOB ¢ UM:
Py = %[1 ~o(/h); 6)
— nns curHanos ¢ OM:
Fom =%[1—‘1)(\/ﬁ)], (7)

rae h=E /G, — OTHOIICHHE «CUTHAT-IIyM»; £ — sHeprus curHana (Juit AM — npu nepenade HEHyJIEBOTO
cumBosa) Ha untepane 0,7 ; Gy — 0IHOCTOPOHHMI YHEPTreTUUECKHUI CIIEKTP OEI0ro LIyMa;

2

x
d(x) = %Ie 24t — (8)
0

¢ynkuus Kpammna.
[Tpu npoBeneHNN pacdyeToB, MPEayCMOTPEHHBIX ITyHKTOM 1.2 pabouero 3aj1aHus, cIeayeT UMETh B BU-
ay, uto ¢urypupyroiiee B popmynax (5)—(7) 3Hauenue h u 3Hauenue h_dB, 3agaBaemoe B Tabim. [1.1 u 1.1,

CBsA3aHbl COOTHOIICHUAMHU
h=10"""-9 . h 4B=101gh. 9)

3nauenust GpyHkimu P(x) (unm TUHEHHBIM 00pa30M CBS3aHHBIX C HEW JIPYTHX aHATIOTMYHBIX (PYHK-

1ui) moapoOHO TabyIMPOBAHBI M MPUBOAATCS B MaTEMATUYECKHUX CIIPABOYHHUKAX W BO MHOTHX KHHTAX TI0
Teopur BeposiTHOcTeil. OHAKO B JaHHOU J1abopaTopHON paboTe IS WX BBIYHUCICHHUS YA0O0HO BOCIOJIB30-
BaThCSl BO3MOYKHOCTSIMH, TPEIOCTABIIEMBIMHA MPOTrPaMMHBIM TakeToM Scilab. TIpucyTCTBYOIIas B 3TOM
nakere komannaa cdfnor ("PQ",x,|, D) obecrieyrBaeT BEIYUCICHNS HHTErpajia BEPOSITHOCTEH

xX—|

=

t2

e 2dr. (10)

—5

[Monarast B popmyre (10) u=0, D=1 u yuursiBasi, 4TO OPH ITUX yCIOBUAX

—o0
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2

F(0)= e 2di=

HETPY/IHO TOKa3aTh, 4TO 3a7aBaeMas BeipakenueM (8) pyukims P(x) ceszana ¢ F(Xx) cooTHOIIEHHEM

O(x) = Z[F(x)—%] =2F(x)-1. (11)

IToacTarisiss 3TOT pe3yasTaT B hopMysl (5)—(7), monydaem
Pug =1=F(Jh)2); Pypy =1=F(h); Py =1-F(2h). (12)

brok-cxema ykpyImHEHHOTO anropuTMa MOJEIHPYIOIEH MporpaMMEbl IpecTaBIeHa Ha puc. 1.

Hauamo

h 4

Brog qasubix

h 4

MogenupoBarne 2
coolImeHna
U TIepenaBaeMoro
CHTHANA

}

Mogennpoparane 3
COODIe HHA 1
TIepeaaBacMoro
CHT'HATA

!

Mogenupopanne 4
KaHaa

MogenupoBasne 5
KOT@PEHTHOTO
MPHEMHHKA
¥ BHUUCTEHHE
BEPOATHOCTH ONMMHEKHN

Komner

Puc. 1

Omna BkItOUYaeT B ce0s msaTh 0J0kOB. B 0110ke 1 ocyIecTBiIseTCs: BBOJ ONPEICIISIONIUX PEKUM MOJIe-
nupoBaHus AaHHBIX. K ux ywcny otHocsarcs: Bun Moaymanuu (AM, UM wmm OM), oTHOIIEHHE «CHTHAI-
[IIyM» Ha BXOJIC MpUEMHHUKa /1 _dB u 3HaYeHHe n HEOOXOMUMOro oObeMa SKCrepuMenTa. B 610ke 2 mpous-

BOIUTCSL (DOPMHUPOBAHUE MTOCIIEIOBATENEHOCTH 1 PABHOBEPOSITHBIX IBOMYHBIX COOOLICHUH, a Takxke GpopMu-
poBaHHe COOTBETCTBYIOIIEro uM AM-, UM- unu ®M-manunyaupoBaHHOro curHana. B 61oke 3 ocyecTs-
JIAETCSl U3MEPEHNE dHEPru £ MOIyTMPOBaHHOTO CUTHAJIA, COOTBETCTBYIOLIETO Mepeaade OJHOTO IEMEH-
TApHOTO COOOLICHUS JIUTeNIbHOCTRIO 1 (HeHyeBoro npu AM), a 3areM (OPMHUPYIOTCS OTCYETBI TUCKPET-
HOTo 0€JI0ro rayCcOBCKOTO IIyMa, SHEPreTHYECKUil CIIEKTP KOTOPOro MpH M3MEpPeHHOM 3HaueHun E obec-
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NeYnBaACT 3aJaHHOC Ha MOACINPOBAHNEC OTHOLICHUC «CUTHAJI-IITYM)» h_dB OTCcYeThl 3TOTO myMa CKJIaabI-

BalOTCA C OTCUYETAMU IePEIaBaeMoro CUrHaia, GopMupys TeM caMbIM BBIXOJAHOHN CHTHAlIa KaHaJa.

B 6moxe 4 mpon3BoAUTCS MOAECTUPOBAHUE ONTHMAIBHOTO ITPHEMHNKA CHTHAIOB, BHITIOIHIEMOE B CO-
oTBeTcTBUU ¢ npaBuwiamu (3) win (4). [loxydeHHble Tpyu 3TOM OLIEHKH MPUHUMAEMbIX CUMBOJIOB CPaBHHBA-
I0TCS C CUMBOJIaMH, C()OPMUPOBAaHHBIMU Ha Tiepejade; Mpu HecoBMaAeHnH (pukcupyroTcs ommbOku. OTHO-
IIeHUEe KOJIMYeCTBa OOHApYKEHHBIX OMMOOK K 00meMy o0heMy JKCIEpPHMEHTa W TPEACTaBisIeT coOOoi
OIICHKY BEPOSATHOCTH ommbku [1, 2].
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